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Introduction… 

This is the first in a series of articles that will take an in-depth look at the United States Governments 

(USGs) IPv6 transition efforts.  Each month we will bring you the latest updates from specific agencies in 

the midst of transition as well as organizations working with the USG to support their transition effort.  

While it is impossible to cover everything that occurs in a short monthly article, we will focus on the 

critical, and many times, less publicized activities. Also, we will try to throw in a couple of interviews to 

provide better insight into the mindset of the agency teams working on the transition efforts.  And as 

always, we look for comments and feedback.  So if you have anything you would like to share please do 

not hesitate to write. 

 

A Brief History… 

Since this is the first article we thought we should start with a quick overview of the history of the USGs 

IPv6 transition efforts.  Some may ask, “Why a brief overview”?  The answer is simple; most of it has 

been well documented in numerous articles and presentations. Why should we reiterate it at length?  Of 

course not all of the commentary has been completely correct.  Others may ask, “Why provide an 

overview at all since it is so well known”?  This answer is a little more complex, but it boils down to 

personality and the need to provide a framework.  We believe that providing this short overview will 

help put the entire series of articles into context.   

 

So here is the quick overview.  It is not a secret that the USG was behind the creation of TCP/IP, 

launched the first IP networks, and created the group that became the Internet Engineering Task Force 

(IETF).  What few people in the industry seem to recognize is that the USG was involved with the IETF in 

creating IP next generation (IPng), which eventually became IPv6.  After what appeared to be a couple of 

false starts, the CIO of the DoD (John Stenbit) signed a memo that required the DoD to transition to IPv6 

by 2008.  Soon afterwards, the DoD IPv6 Transition Office was founded under the direction of Dr. Chuck 

Lynch and each of the services established its own IPv6 transition efforts to coordinate with the DoD 

IPv6 Transition Office.  The first signed version of the official US DoD IPv6 Transition plan was released in 

March of 2005.  In June of 2005, the Committee on Oversight and Government Reform in the US House 

of Representatives (led by then Chairman Tom Davis) held a hearing on IPv6 transition efforts within the 

US federal government.  A Short time later, in August of 2005, Karen Evans, the Administrator of E-

Government and Information Technology for the Office of Management and Budget (OMB), who directs 

the USG CIO Council, released a memo requiring all agencies to begin planning for the transition to IPv6 

and set several milestone culminating with the requirement to begin utilizing IPv6 on agency core 

networks by June, 2008.  One of the most important parts of both policies (DoD and OMB) was a 

requirement to immediately begin purchasing IPv6 capable equipment and services.   

 

Shortly after the release of the OMB policy, the CIO council established an IPv6 Working Group to 

develop guidance and provide recommendations for the USG transition to IPv6.  The IPv6 Working 
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Group is currently co-chaired by John McManus (Deputy CIO and CTO for the US Department of 

Commerce) and Peter Tseronis (Director of Converged Communications for the US Department of 

Education).  The working group has released transition guidance to the federal agencies, including this 

definition of the criteria for success for the June 2008 milestone. 

 

“Agencies need to be able to demonstrate they are capable of performing at least 

the following functions, without compromising IPv4 capability or network security: 

 Transmit IPv6 traffic from an external network, through the Core, to the 

Access & Distribution networks. 

 Transmit IPv6 traffic from an Access or Distribution network, through the 

Core, out to an external networks. 

 Transmit IPv6 traffic from an Access or Distribution network, through the 

Core to another Access or Distribution network (or another node on the 

same Access or Distribution network)”. 

 

One of the cornerstone strategies of the USG transition is based on the utilization of the technology 

refreshment process to incorporate IPv6 capabilities into federal enterprise systems over an extended 

period of time.  Thus, instead of trying to immediately replace or upgrade existing systems that are not 

currently IPv6 capable, they will be upgraded as a part of the normal technology upgrade cycle.  This 

approach will save the USG billions of dollars as compared to trying to upgrade everything immediately.  

One of the biggest challenges to date with this approach has been for federal agencies to define what is 

meant by IPv6 capable in their acquisition process.  In the initial policy memorandum by OMB, the 

National Institute of Standards and Technology (NIST) was charged with the task of developing the 

definition of IPv6 Capable for federal agencies.   

 

NIST Defining IPv6 Capable… 

This leads us to our discussion on more recent events.  In early February, 2007, NIST released “NIST 

Special Publication 500-267, A Profile for IPv6 in the US Government – Version 1.0” and requested that 

comments be provided from both federal agencies and industry by March 2nd, 2007.  We encourage any 

organization, particularly vendors and services providers, who may have an interest, to download the 

material and read it.  The link to the document is http://www.antd.nist.gov/usgv6-v1-comments.html 

and was still active during the writing of this article.  Although many organizations may have little regard 

for this document and process today, it could quickly become critical for any vendor or service provider 

selling IP-based products or services to the USG.  Once this approach becomes agreed upon it will most 

likely become the basis for future acquisition approaches for IPv6 across the USG and could potentially 

impact billions of dollars in the future contracts.  

 

The DoD has undergone a similar process for developing its definition for IPv6 Capable and has released 

its initial plans through the Joint Interoperability Test Command (JITC).  It is interesting to note that NIST 

considered the DoD approach (and others) while developing their process and profiles and chose to take 

a somewhat different path.  The NIST publication provides for the baseline profiles of three classes of 
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devices: hosts, routers, and network protection devices.  The publication dives into details with regards 

to a number of functional categories that agencies may choose to add to a “minimum” profile for each 

class of device.  Thus, all hosts (and routers and network protection devices) will have a minimum profile 

that must be met to be considered IPv6 capable, and agencies can pull from incremental functional 

profile categories to layer on additional capabilities.  For the most part, the profiles are built from IETF 

RFCs, but there are several cases, particularly associated with network protection devices, where 

incremental requirements are provided outside of the scope of the RFCs and the IP layer altogether.  

  

While this NIST publication does not provide a specific process for conformance testing, it clearly 

articulates the need for vendor compliance testing based on the specifications in it.  NIST is currently 

developing a companion document to Publication 500-267 that will describe a testing program that will 

encompass both conformance and interoperability testing.  No date has been set for the release of the 

Testing document, but we will keep you informed as new information is released. 

 

Wrap Up… 

NIST has stepped forward with a process for defining IPv6 Capable and has reached out to the 

community (government and industry) to validate and improve its proposed process.  Even though the 

deadline for comments has passed, we highly recommend that industry respond and work closely with 

the USG in defining IPv6 Capable and the associated conformance and interoperability testing processes.  

The USG relies upon commercial-off-the-shelf (COTS) products and the USG approach needs to mirror 

that of the industry as much as possible. This can only be accomplished when government and industry 

work together. 

 

Until next month, Happy Transitioning… 

 

About SynExi: SynExi is a partnership between leading technology experts to provide strategic-level 

consulting to meet the challenges associated with Technology Transition.  We are “Bridging the Gap in 

Technology Transition”.  Our focus is on the identification, development, and adoption of new 

technologies to meet the ever-changing mission and requirements of government and commercial 

organizations.  Our team includes world-recognized leaders in Internet technologies and Internet 

Protocol version six (IPv6) as well as many other areas of advanced technology.  Visit our website at 

www.synexi.net for more information. 
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