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Introduction 

Out of all the white paper topics regarding Internet Protocol version 6 (IPv6), transition mechanisms are 

probably the ones about which the most has been written.  Of course this makes sense, as any 

organization planning to transition to IPv6 must first come up with a roadmap on how they will get 

there, and transition mechanisms  must be considered throughout the process.  Although there are 

three primary classes of transition mechanisms (dual stack, tunneling, and translation), each is viewed 

very differently and no single mechanism can provide the complete solution. 

 

The Dual Stack Approach 

Dual stack is implementing both IPv4 and IPv6 on the same equipment.  The benefits of this approach 

are obvious.  If everything supported both IPv4 and IPv6, interoperability would not be an issue.  

Unfortunately, as a practical matter, dual stacking an entire enterprise is a monumental task that is both 

extremely expensive and unrealistic in a short timeframe.  It may be possible from a long-term 

perspective, but by that timeframe agencies should be planning the removal of IPv4 from their 

enterprise.  The use of a dual stack approach will be critical, not necessarily as a complete solution, but 

as one piece of the transition puzzle. 

 

Tunneling 

Tunneling is the encapsulation of packets within packets.  Thus, IPv6 packets can be encapsulated within 

IPv4 to traverse IPv4-only networks or vice versa.  Tunneling has probably been the unsung hero of the 

transition so far.  Almost every organization that has transitioned any sizeable portion of their network 

has utilized tunneling in some form or fashion.  Tunneling will continue to play a critical role as agencies 

transition their networks to IPv6 and as automated tunneling tools continue to evolve providing greater 

ease and security. 

 

Translation 

Translation is the conversion of IPv4 packets to IPv6 packets or vice versa.  It is a very simple concept, 

but has drawn a significant amount of negative attention over the past few years.  Many IPv6 advocates 

would like to see translation ruled out as a viable transition mechanism since it looks and feels very 

much like network address translation (NAT) and if you have not heard, removing NAT from the network 

has become akin to a religious battle.  While the use of translation as a wholesale method to connect 

IPv6 and IPv4 networks will have its problems, translation can provide a critical service in the transition 

process, if used appropriately. 

 

Wrapping Up 

Clearly the strategy to include IPv6 in all information technology acquisitions is the best approach the 

government can implement to move the transition forward.  The incremental cost associated with 

buying IPv6-capable equipment is very little, if any, when it is available.  The real challenge will be 
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utilizing transition mechanisms to provide IPv6 capabilities across the enterprise in a cost effective 

manner until the technology refreshment cycle can catch-up. 

 

Until next month, Happy Transitioning… 

 

About SynExi: SynExi is a partnership between leading technology experts to provide strategic-level 

consulting to meet the challenges associated with Technology Transition.  We are “Bridging the Gap in 

Technology Transition”.  Our focus is on the identification, development, and adoption of new 

technologies to meet the ever-changing mission and requirements of government and commercial 

organizations.  Our team includes world-recognized leaders in Internet technologies and Internet 

Protocol version six (IPv6) as well as many other areas of advanced technology.  Visit our website at 

www.synexi.net for more information or reach us at founders@synexi.net.  

 

 

http://www.synexi.net/
mailto:founders@synexi.net

